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Chapter 5

Risk Management Framework 
and Process





Purpose of a Risk Management 
Framework

• Fundamental purpose is to integrate risk 
management throughout the organization

• Intended to support a risk management 
process

• In adopting framework, principle that risk 
management should add value to the 
organization
– Reduce negative risk

– Contribute to profit, reputation, and health and 
safety



ERM Framework and Process Model
(enterprise-wide)

• ERM framework combines key concepts from 
various international risk management 
standards

• Organization should adopt framework and 
process that best meets its needs



ERM Framework and Process Model
(enterprise-wide)





Components of a Risk Management 
Framework

• Lead and establish accountability
– Involves senior management (CEO)

– Development of organization’s risk management 
philosophy and mission

– Commitment to risk management at highest levels

– Holding everyone accountable for risk management.  
Accountability techniques
• Identify risk owners and role in the organization

• Establish key performance indicators (KPI)

• Establish key risk indicators (KRI) and use to evaluate 
performance

• Develop risk criteria to evaluate the significance of risks



Components of a Risk Management 
Framework

• Align and Integrate
– Align risk management with an organization’s 

objectives and integration of risk management 
process
• Aligned at both strategic and operational level

– After alignment developed, integrate into operational 
processes
• Strategic planning

• Performance management

• Process Management

• Internal Control

• Compliance

• Governance



Components of a Risk Management 
Framework

• Allocate Resources

– Commitment to risk management is willingness to 
allocate resources necessary to effectively 
implement process throughout organization

– Typical resource needs are training and adaptation 
of systems

– CFO must determine appropriate capital allocation 
and risk characteristics of the organization’s 
business units or products



Components of a Risk Management 
Framework

• Communicate and Report
– Senior management must effectively communicate 

the purpose and importance of risk management 
process to the entire organization

– Communication across organizational functions is 
necessary for the design of an effective risk 
management process

– Allows for ongoing monitoring and improvement
– Reporting information at different levels

• Senior management receive executive summaries
• Managers receive more detailed reports regarding areas of 

responsibility
• Emerging risks should also be included



Risk Management Policy

• Clear risk management policy statement will 
help obtain buy-in from managers and 
employees

• Should address key elements of risk 
management framework



Designing and Implementing an ERM 
Framework and Process

• Gap Analysis
– Compare organization’s existing risk management 

framework and processes against an international 
standard to identify gaps

• Evaluation of Internal and External Env.
– Internal

• Understand organizations objectives and risk appetite

• Evaluate org structure  and major categories of risk in each 
area to map risks

• Evaluate resources needed to implement and maintain 
framework and program (equipment, systems, people)

• Identify communication channels both formal and informal



Designing and Implementing an ERM 
Framework and Process

• Evaluation of Internal and External Env. (cont)

– External

• External environment includes these factors
– Economic

– Political

– Legal and regulatory

– Technology

– Natural

– Competitive landscape

• Evaluate operations using key risk factors as a guide



Designing and Implementing an ERM 
Framework and Process

• Integration into Existing Processes

– Key factors to successful integration

• Align risk management objectives and policy with 
organization’s overall objectives and risk appetite

• Use existing processes

– Critical component of integration is assigning 
responsibility and accountability for risk 
management within each functional area 

• Usually department heads (risk owners)



Designing and Implementing an ERM 
Framework and Process

• Commitment of Resources

– Categories of necessary resources

• Technology, including equipment and systems
– Enterprise Risk Management Information System

• Administrative persons

• Specialists, either internal or external

• Analysis

• Training



Designing and Implementing an ERM 
Framework and Process

• Communication and Reporting
– Communicating

• Communicating RM policy is key step in integration 
process.  The more senior leader the better

• Training is key element of communicating
– UC Risk Summit

• Communication should be more than just metrics, but 
should also discuss how well culture is adapting

– Reporting
• Provide timely and relevant information regarding key 

metrics to managers for areas of responsibility

• Tie risk metrics to financial reporting results



Designing and Implementing an ERM 
Framework and Process

• Monitoring and Improvement

– Process improvement cycle

• Plan, Do, Check, Act

• Also known as Deming cycle



ERM vs. 
Traditional Risk Management Process

• ERM provides broader approach to risk

• Traditional risk management is hazard focused

• ERM provides cycles for continuous 
improvement

– Systems based

• ERM applies to all operations and risks



ERM vs. 
Traditional Risk Management Process

• ERM

– Five major steps in ERM process

• Scan environment

• Identify risks

• Analyze risks

• Treat risks

• Monitor and assure

– Steps can occur concurrently, as well as 
sequentially





ERM vs. 
Traditional Risk Management Process

• ERM
– Scan the environment

• Review internal and external environment
• Includes evaluation of how risk management process aligns 

with goals and objectives of organization
– How does employee health and safety align with goal of profit

• Define Risk criteria for evaluation, includes
– Causes of risk
– Effects of risk
– Metrics to measure effects of risk
– Timeframe of potential risks
– Methods to determine level of risk
– Approach to combination of risk

• Example of process:  UC Risk Assessment Tools 



ERM vs. 
Traditional Risk Management Process

• ERM
– Identify Risks

• Purpose is to develop comprehensive list of risk that could 
affect organization’s objectives
– Key and emerging risk

• Risk may impact more than one area
– Hazard risk may also impact reputational risk

– Analyze Risks
• Applying the defined risk criteria to determine 

– Source

– Cause

– Likelihood

– Potential consequences of each risk



ERM vs. 
Traditional Risk Management Process

• ERM
– Treat Risks

• Decision on how to treat risk
– Avoid risk

– Modify likelihood or impact of risk (loss control)

– Transfer the risk (insurance)

– Retain the risk (self insure)

– Exploit the risk

– Monitor and Assure
• Key purposes of monitoring

– Determine effectiveness of controls

– Gain information to improve risk assessment

– Analyze events and consequences to understand trends, success and 
failure

– Observe changes in internal/external environments

– Identify emerging risks



ERM vs. 
Traditional Risk Management Process

• Traditional Risk Management

– Six step process that provides a systematic 
approach (I am extremely savvy in money)

• Identify

• Analyze

• Evaluate

• Select

• Implement

• Monitor





Step 1 – Identify Loss Exposures

27

• Traditional risk management primarily focuses 
on hazard risk quadrant

• Identify all of an organization’s risks

• Techniques to identify risks

– Loss runs

– Inspections

– Review of policies/procedures

– Process flows and budgets



Step 2 – Analyze Loss Exposures
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Step 3 – Examine Feasibility of Risk 
Management Techniques
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Step 3 – Examine Feasibility of Risk 
Management Techniques
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Step 4 – Selecting the Appropriate 
RM Technique



Step 5 – Implementing the
RM Technique

• Usually implemented by operations managers

• How successful techniques are implemented 
will determine whether RM process is 
successful

• Includes communicating technique to the 
appropriate operations managers along with 
necessary training and resources



STEP 6: Monitoring Results & 
Revisiting the RM Program
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ERM vs. 
Traditional Risk Management Process

• Similarities
– Cyclical and provide for continuous improvement

– Similar steps of identifying, analyzing, and treating risk

• Differences
– Types of risk addressed

• Traditional only focuses on hazard and some operational risk

• ERM focuses on the four quadrants of risk
– Strategic, financial, operational, and hazard

• ERM relies on understanding organizational environment 
which frames it as a more holistic approach



Applying ERM Framework and Process

• Case Study pages 5.20 – 5.29



Chapter Summary


