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Exam is 65 questions with 2 hours to complete



Read each question very carefully



Answer the questions you know

◦
◦
◦
◦

◦ Don’t rush your understanding

◦
◦
◦
◦
◦



Passing score is 70% or higher
You can miss 19 questions and still pass the exam
About 90 seconds for each question
43 questions simple/core questions; 22 applied questions

Mark the questions that you are not 100% are correct
Mark the questions you skip
Eliminate wrong answers to 50/50 chance
Answer every question
Your first choice is usually the correct answer
 Don’t over analyze

Study each chapter by doing the following:
◦ Read the Direct Your Learning
 Note the key learning objectives
 Make flashcards of those topics that ask you to list

◦ Read the Chapter Summary
 If it was repeated here, it is most likely important enough
for the test
 Review those elements that you are not familiar –
understand the why

◦ Make flashcards of key words and phrases
◦ Think “Big Picture”
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Applied questions address several chapters
based upon a scenario
You can fail an entire chapter of questions
and still pass the exam

Scheduling the Exam
65 Multiple Choice Questions – 2 Hours
73.9% pass ratio
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Chapter 1
Introduction to Enterprise Risk Management
•

ERM Definitions
– Textbook Definition - An approach to managing all of an organization’s key business risks and
opportunities with the intent of maximizing shareholder value. Also known as enterprisewide risk management.

•

Theoretical Pillars of ERM
– Interdependency
•
•

Traditional risk assumes risks are unrelated
ERM tries to breakdown silos of management

– Correlation
•
•

Correlation increases risks
Location of suppliers – (ie Japan)

– Portfolio Theory
•

•
•
•

A portfolio is a combination of risks and their interactions with other risks

The closer an organization’s subjective interpretation of risk is to objective risk, the
more effective its risk management plan will likely be.
Risk Appetite – The total exposed amount that an organization wishes to
undertake on the basis of risk-return trade-offs for one or more desired and
expected outcomes
Risk Tolerance – The amount of uncertainty an organization is prepared to accept
in total or more narrowly within a certain business unit, a particular category or for
a specific initiative.
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Chapter 1
Introduction to Enterprise Risk Management
•

External Drivers
–
–
–
–
–
–
–

•

Legislation
Regulatory requirements
Risk management standards
Credit rating agencies
Investors
Social responsibility
Catastrophic events

High-profile failures
– Enron and Arthur Anderson
• Led to Sarbanes-Oxley Act

– Mortgage underwriting
• Consumer protection bureau

– BP and Deepwater Horizon oil spill

•

European failures/response
– Solvency II
– Basel III

•

Technology, Globalization and Finance
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Focus on source of risk and who manages the risk

Chapter 2
Enterprise Risk Management in an Organization
• Traditional approach to risk management is a bottom-up approach
– Information about risk is collected through organization’s business
operations

• Top-Down Approach
– Senior management decides which risks pose a significant threat or
opportunity for the organization

• Risk Maturity Model (RMM) used to evaluate development of ERM
program and levels of maturity
– Main purpose of RMM is to evaluate or improve business processes
– Typically five levels of maturity based upon Carnegie Mellon Model
• Ad-hoc – No formal risk management process and little awareness of the
concept
• Initial – Basic risk management processes with no attempt at ERM
• Defined – Formal risk management process, at least for project management
• Managed – Quantitative metrics for identification, assessment, and response
to risk
• Optimizing – Ongoing improvement to the risk management process and a
robust organizational risk culture
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Top-Down/Bottom-up
Approaches to ERM

Key Organizational Functions
Related to ERM
Need for alignment
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Chapter 3
•

Enterprise Risk Management Framework and
Process
Risk Management Framework
–
–

A foundation for applying the risk management process throughout the organization
Risk management programs should be built on a framework that best aligns with their operations

–

Primary Purpose of Framework

•
•
•

•

Integrate risk management throughout the organization

Lead and Establish Accountability
–
–
–
–

•

Many risk management frameworks will share common components.
Components should be adapted to organization’s objectives and operations

Risk Owner- An individual accountable for the identification, assessment, treatment, and monitoring of risks
in a specific environment.
KPI - Financial or nonfinancial measurement that defines how successfully an organization is progressing
toward its long-term goals.
KRI- A tool used by an organization to measure the uncertainty of meeting a strategic business objective.
Risk Criteria- Information used as a basis for measuring the significance of a risk

Five major steps in ERM process
–
–
–
–
–
–

Scan environment
Identify risks
Analyze risks
Treat risks
Monitor and assure
Steps can occur concurrently, as well as sequentially
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ISO 31000
Page 3.16

COSO Cube
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Chapter 4
Risk Oversight
•

Corporate Governance can be source of loss exposure when corporations fail to
meet minimum legislative/regulatory standards

•

Concept is Management runs the company with oversight by the Board of
Directors
– Board of Directors make most of the important decisions that affect the corporation’s
economic value

•

Economic benefits
– Decision making rests with professional managers who understand operations and strategy
– Shareholder liability is limited to amount of investment
– Shareholders can diversify risk by holding different investments

•

Four main mechanism to encourage alignment with manager and shareholder
interests
– Incentive compensation
•

Linking managers’ compensation to corporate performance encourages decisions that increase
shareholder value

– Legal liability
– Management reputation
•

Managers who do not increase economic value may develop poor reputation that impacts salary

– Takeover threats
•

Failure to maximize value increases probability of corporate acquisition

Chapter 4
Risk Oversight
• Increasing pressure on boards from investors, rating agencies and
regulators to provide greater enterprise-wide risk oversight
– Concern is about “reckless” risk-taking behaviors

• Boards requiring top management in risk oversight and in providing
information about organizations significant risks and risk
management approaches
– Risk Register and mitigations

• Board must have thorough understanding of four primary areas
– Organization’s overall risk philosophy and appetite
– Organization’s existing risk management processes and their
effectiveness
– Organization’s portfolio of risk in the context of its risk appetite
– Understanding of the most significant risks the organization faces and
how management is responding to those risks
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Chapter 5
Strategic Planning and
Enterprise Risk Management

• Strategic Management

– Coordination of interrelated activities of functional
areas of a business to achieve an established purpose
– Provides direction, focus and consistency of action
throughout an organization.
• Aligns activities to achieve long-term goals
• Vision Statement - aspirational description of what an
organization will accomplish in the future
• Mission Statement- Broad expression of an entity’s goals

– Involves three-stage process
• Strategy Formation – Creating the plan
• Strategy Implementation – Putting the plan into action
• Strategy Evaluation – Monitoring of plan
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Strategy Formation

Strategy Formation
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Strategy Formation

Strategy Formation
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Chapter 5
Strategic Planning and
Enterprise Risk Management

• Organizations employ different types of strategies to
achieve their objectives based on many factors, including:
– Structure of organization
– Competitive environment
– Business philosophy employed by senior staff

• Business strategies can be based on one or more of these
approaches:
–
–
–
–

Strategies carried out at different levels within an organization
Strategies related to the development stage of the organization
Strategies based on cost leadership or differentiation
Strategies based on the general approach that an organization
adopts

Chapter 5
•

Strategic Planning and
Enterprise Risk Management
Organizations employ different types of strategies to achieve their objectives based on many
factors, including:
–
–
–

•

Business strategies can be based on one or more of these approaches:
–
–
–
–

•

Structure of organization
Competitive environment
Business philosophy employed by senior staff

Strategies carried out at different levels within an organization
Strategies related to the development stage of the organization
Strategies based on cost leadership or differentiation
Strategies based on the general approach that an organization adopts

Three general stages of development are
–

Growth strategies
•
•
•

Market penetration
Vertical integration
Diversification

–

Stability Strategies

–

Retrenchment

•
•
•
•
•
•

Goal is to main current position
Does not anticipate new services, product lines, or markets, but may seek increased profits through expense reduction
Turnaround – major cost cutting, reduction in personnel
Divestiture – Selling or closing a unit
Bankruptcy – legal protection to restructure debt
Liquidation – Going out of business
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Applying Strategic Risk Management
• Strategic Risk Management (SRM)
– Business discipline that drives deliberation and
action regarding uncertainties and untapped
opportunities that affect an organization’s strategy
and strategic execution (RIMS)

• Main components in applying Strategic Risk
Management
– Risk Appetite
– Risk Tolerance
– Risk Assessment
– Control Process
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Control Process

Chapter 6
Risk-Based Performance and Process
Management

• Goals and objectives are met by establishing and attaining
measurable standards for the many activities it pursues
• KPIs
– measure progress toward an organizations goals
– provide an attainable standard for specific activity
– provides a focus or direction the activity is to take

• Critical Success Factor (CSF) – an element necessary for an
organization’s success, that is derived from a strategic
objective
• CSF is not the same as a KPI; a KPI measures an activity that
signals achievement of a CSF
– A CSF answers the question – “What will make our organization
a success?”
– A KPI answers the question, “What shows we are a success?”
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Critical Success Factors and KPIs

Examples for Universities
CSF

KPI

Access to higher education by
disadvantaged

Increase enrollment of those with
income below $X by 5%

4-year matriculation

Goal of 90% of students graduating in
4 years

Improve administrative efficiencies

Reduce administrative budget by $500
million within five years

Strategy Formation
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Chapter 6
Risk-Based Performance and Process
Management

• Key Risk Indicators

– intended to help identify issues before incidents occur that
can lead to losses.
– Help organizations plan and respond to risk
– Reveal emerging risks, identify exposure levels and detect
changes/trends in existing risk exposures.

• KPI and KRI Differences
– KPIs
• measure organization’s progress toward achieving its objectives
• Are lagging in nature – measure consequence of change that has
occurred

– KRIs
• measure risk and volatility related to achieving those objectives
• Are always leading indicators
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Chapter 6
•

Risk-Based Performance and Process
Management
Business Process Management (BPM) focuses on coordinating all activities
of an organization toward the preferences and needs of its customers
– Allows organization to systematically manage and improve its products and
services, meet customer needs, and gain a competitive advantage.

•

Five life-cycle steps
–
–
–
–
–

•

Identify processes
Design/redesign processes
Modeling scenarios
Executing process changes
Monitoring results

Goal of BPM is achievement of organizational objectives through
continuous process improvements that incorporate
–
–
–
–

Technology
Manage Risks
Improve efficiency
And increase profitability

Chapter 7
Internal Audit and Control
•

Internal controls help ensure methods, processes and systems are in place to
support the achievement of organizational objectives
– Waste, fraud and abuse does not align with achievement of objectives

•

Managers in organizations have line responsibility for designing, implementing,
and monitoring their internal control systems
– Include preventative and detective controls

•

Risk-Based Auditing
– Auditing that prioritizes the use of an organization’s limited internal audit resources in the
areas that pose the greatest risk to the organization.

•

Risk Management and Internal Audit are separate functions that share a common
goal of managing organizational risk.
– Risk Managers
•
•

Identify, assess, and treat prioritized risks within a defined risk appetites and risk tolerances
Monitors and reports on the results of activities

– Internal Audit
•
•

Develops risk-based auditing plan that addresses material risks
Issue audits that provide independent assurances
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Chapter 8
Regulation and Compliance
• Organizations comply with laws, regulations, reporting
standards, and specific voluntary obligations (contracts/internal
policies) to maintain business operations

• Compliance is responsible for developing an annual
compliance plan and reviewing the implementation of the
plan by operational managers.
– Compliance plan includes internal controls that monitor the
compliance efforts.

• Over last 30 years, government regulation has swung from
Rules-Based to Principles-Based regulatory structure
– Principles-based emphasizes an end result
• Uses risk-based approach to target scarce regulatory resources
• Evidence-based approach to quantify results

– Rules-based prescribes how organization go about achieving
end result

Examples for Universities
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Chapter 8
Regulation and Compliance
•

Risk-based regulation – a risk management approach to regulation that targets
scarce regulatory resources where they can achieve the greatest good for society
as a whole.
– Directs resources toward activities with lowest cost benefit ratio

•

Evidence-based regulation – a regulatory approach that emphasizes the use of
objective measures of costs and benefits in setting regulatory policies.
– Part of risk-based approach that emphasizes objective measures of the costs and benefits of
the regulatory initiatives
– Regulatory standards are crafted based on evidence that supports benefits of regulation.

•

How ORSA (Own Risk and Solvency Assessment) Supports ERM
– ORSA promotes
•
•
•
•

Risk management framework
Appropriate risk appetite
Risk modeling scenarios
Understanding of interrelationship of capital and risk levels

– Those insurers with robust ERM programs find ORSA compliance require same tools
– ORSA is in alignment with ERM and international standards.

Chapter 9
Risk Assessment and Treatment
•

Goal is to identify all known risks and attempt to identify emerging risks
– Key risks are those with greatest potential effect on the organization’s ability
to meet its objectives and should receive the most focus

•

Team oriented Risk Assessment Techniques
–
–
–
–
–

•

Facilitated workshops
Delphi
Scenario Analysis
HAZOP
SWOT

Risk Register
– Tool developed at risk owner level that links specific activities, processes,
projects, or plans to a list of identified risk and results of risk analysis and
evaluation and that is ultimately consolidated at the enterprise level
– Should include likelihood of scenario and associated risks with probability,
consequences and impacts

•

Risk Map
– Template depicting the likelihood and potential impact/consequence of risks
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Chapter 9
Risk Assessment and Treatment
•

All projects share common goals of achieving a project that meets
–
–
–
–

•

Quality requirements
On time
Under budget
With scope

Project risk management involves
– Applying the risk management process
– Addressing common project risks
– Managing risks in the critical path

•

Apply the 5 Step ERM Process Model to projects
–
–
–
–
–

Scan the environment
Identify risks
Analyze risks
Treat risks
Monitor and assure

Chapter 10
Risk Modeling
• Risk models are analytical tools that help measure uncertainty and
allow risk managers to predict how decisions will influence the
variability of an organization’s future results.
• Three groupings of models
– Methods based on historical data
•
•
•
•

Empirical probability distribution
Theoretical probability distribution
Extreme value theory
Regression analysis

– Methods based on expert input
• Preference among bets
• Judgments of relative likelihood
• The Delphi technique

– Methods based on combining historical data and expert input
• Monte Carlo
• Fuzzy Logic
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Applying Influence Diagrams
and Probabilities
• Case Study Review
– Page 10.18
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Chapter 10
Risk Modeling
•

Correlation does not measure causality
– Causality is the relationship between two events, where the second is brought about by the
first.
– Correlation is a statistical relationship between movements of two variables, nor a measure or
implication of causality
– Correlation results can be skewed by:
•
•
•

•

Uses for Risk Professionals
–
–
–
–
–

•

Abnormal observations
Inaccurate data
Insufficient number of observations

Identifying and quantifying relationships among various sources of risk
Communicating throughout the organization the degree of uncertainty in a risk portfolio
Prioritizing investments in loss control
Optimizing financing for multiple sources of risk
Evaluating risk management program effectiveness

Value at Risk
– Threshold value such that the probability of loss on the portfolio over the given time horizon
exceeds this value, assuming normal markets and no trading in the portfolio

•

Earnings at Risk
– The maximum expected loss of earning within a specific degree of confidence

Chapter 11
Risk-Based Capital Allocation
• Main point of chapter is that capital (money to
fund projects) has a cost. In simple terms, you
want the highest % return as possible.
• Know formulas for cost of capital
–
–
–
–

Cost of Equity
Cost of Debt
Cost of preferred stock
Weighted average cost of capital

• Know how to use in a case study
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Chapter 12
Risk Management Environment and Culture

Nature of Organizational Culture
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Final Thoughts and Questions
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