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 Organization’s is defined by shared beliefs, 
values, and accepted behaviors of its staff 

 

 Organizational culture is expressed internally 
and externally 

 

 To achieve innovation-related goals, an 
organization must have a culture that 
encourages risk taking 
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 Planning-Managers throughout all layers across 
the organization are encouraged to participate in 
objective setting in relationship to the 
organization’s strategic goals. CRO engages all 
key participants to assist in creating and revising 
risk management goals 
 

 Organizing- Management and CRO establish the 
risk management process throughout the 
organization by effective allocation of resources, 
proper determination of risk activities, and 
identification of managers roles and 
responsibilities 

 Leading- CRO assumes a leadership role 
within the organization by communicating 
the risk management process 
comprehensively and frequently to all whose 
cooperation is needed for successful ERM 
 

 Controlling-CRO monitors and evaluates the 
timeless and effectiveness of the 
organization’s risk management activities and 
communicates this information to appropriate 
stakeholders 
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 Allocating- Management allocates scarce 
resources to optimize organization 
performance and risk taking in accordance 
with the organizations’ specific strategies.  

 Quote from Kerri Grosslight-Head of Risk 
Management and Compliance at Wells Fargo 
 

 “Our mantra has been ‘Risk management is 
everyone’s responsibility, and now we’re also 
emphasizing ‘Know your real risk’” she says. 
"the risks that cross your desk every day. 
We’re working to help our team members 
understand that they are in the best position 
to understand and identify risks because 
they’re the ones doing the work.” 
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 The CEO of Citigroup told the Commission 
that a $40 billion position in highly rated 
mortgage securities would “not in any way 
have excited my attention.” and the co-head 
of Citigroup’s investment bank said he spent 
“ a small fraction of 1%” of his time on those 
securities. In this instance, too big to fail 
meant too big to manage.  

 What is the organization’s risk tolerance 
level? 
 

 Has the organization defined its parameters 
of acceptable risk? 
 

 Has the organization adequately identify, 
assess and evaluate risks? 
 

 Are the values and behaviors of risk in sync 
with organizational goals? 
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 Risk Attitude- Manner in which an organization 
and its stakeholders collectively perceive, access, 
and treat risk. 

 

 Risk Appetite- The events or perils and levels of 
impact an organization intends to retain, treat, 
and monitor risk. 

 

 Risk Tolerance- The level of residual risk that an 
organization and its stakeholders are willing to 
bear within a given strategic context. 

 Political-Government regulation 

 

 Social-Labor availability on both a skills and a 
knowledge basis 

 

 Economic-Capital requirements and capital 
availability 

 

 Technological- Development and rate of 
change 
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 Future focused direction and planning 

 

 Willingness to reallocate resources that 
support future products and services 

 

 An environment that supports teamwork and 
collaboration 

 

 An open communication process 

 Satisfaction with status quo 

 

 Attitude of complacency and lack of 
awareness of vulnerability to future changes 

 

 Protecting current products and services 

 

 Rewarding employees only for being 
successful 
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 An organization must achieve a balance  
between assuming too much risk and too 
little risk by engaging in risks that are 
consistent with the organization’s culture and 
its stated goals while simultaneously 
practicing fiscal responsibility. 

 

 “What is the appropriate amount of risk that 
we should assume when undertaking 
innovation?” 

 
 Executive direction versus operational 

realities 
 

 Risk management as a value creation 
proposition versus a hindrance 
 

 Drivers and motivation for all staff 
 

 Energizing line managers’ interest in risk 
management 
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 Strategic goals- Established at the board or 

executive level ; board-based and conceptual; 
give the organization direction 
 

 Operational objectives-Established at the staff 
management level; functional; cut across all 
departments 
 

 Tactical objectives- Established at the line 
management level; specific tasks; related to 
producing the organization’s products and 
services. 

 Executives’ strategic goals set the direction 
for the operational and tactical objectives 
developed by the remainder of the 
organization. 
 

 Executives allocate the resources necessary to 
fulfill objectives and goals at all levels. 
 

 It is critical that strategic goals are deployed 
and understood at each level of the 
organization 
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   The University's fundamental missions are teaching, 
research and public service.  

  
Mission Statement 
 "The distinctive mission of the University is to serve 

society as a center of higher learning, providing long-term 
societal benefits through transmitting advanced 
knowledge, discovering new knowledge, and functioning 
as an active working repository of organized knowledge. 
That obligation, more specifically, includes undergraduate 
education, graduate and professional education, research, 
and other kinds of public service, which are shaped and 
bounded by the central pervasive mission of discovering 
and advancing knowledge.”  — from the University of California 
Academic Plan, 1974-1978 

 

 An organization’s chief risk officer acts as a 
motivator and coach for both executives and 
staff in an organization, illustrating to them 
the value of supporting and ERM program. 
 

 CRO is responsible for assisting the 
executives in setting goals that address risks 
and are in conjunction with risk appetite 
 

 Helps line manager in setting risk 
management objectives  
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 Mission 
◦ EHS supports the UC mission by promoting a safe, 

healthful environment in a proactive and cost effective 
manner that helps the University community minimize 
their risk. 

 

 Vision 
◦ The University of California will be a recognized leader 

by customers, regulators, and our peers in establishing 
an effective safety culture which holds employees at all 
levels accountable for environment, health, and safety 
performance at Campus, Healthcare, and Laboratory 
settings. 

 

 Line manager has front-line responsibility 
and accountability for the products and 
services an organization offers to its 
customers 

 

 CRO has the responsibility of providing the 
guidance and leadership necessary to 
encourage the line managers to incorporate 
the risk management objectives into their 
department’s tactics 
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 EHS Leadership  
◦ The University of California will be recognized as a leader by faculty, staff, regulators, and other universities in 

establishing institutional best practices and standards of care for workplace safety and environmental protection 
in research laboratory and healthcare settings.  

 Accountability and Metrics  
◦ Help locations develop, provide, and promote accountable safety and environmental management programs that 

are based upon national and/or internationally recognized safety and environmental management standards. 

 Injury Reduction  
◦ Provide resources to develop system wide strategies and programs to address the top five causes of injury by 

count and cost of workers’ compensation claims.  

◦ Recognizing that approximately 50% of all workers’ compensation claims are musculoskeletal (ergonomic related 
injuries) to employees who do not work in the office environment, conduct system wide ergonomic studies of the 
five positions within UC that have the highest incurred worker’s compensation cost with the purpose of 
developing system wide strategies that address current issues. 

 Innovation, Efficiency, Collaboration and Technology  
◦ Encourage collaboration and innovation between all locations in the development and/or purchase of new 

technologies that increase the efficiency of EHS operations, improve accountability with the University Community, 
and provide additional metrics to be included in the ERMIS.  

◦ Develop collaborative relationship with the leadership of Academic Senate at the system wide and campus level to 
build support for and to identify opportunities to improve  environment, health and, safety accountability among 
faculty and researchers. 
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 University of California implemented a “Be 

Smart About Safety” campaign in the 2006-
2007 
 

 The number of claims per 100 employees in 
California fell by 15.6% between the 2005-
2006 fiscal years, but the University of 
California locations outperformed this already 
favorable indicator with a decrease of 17.1% 
in the number of claims per 100 employees.  
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 The average cost per claim across the state 
increased 27.4% in the same time frame, but 
locations participating in BSAS saw an 
increase of just about half that size 14.2%. 
Similarly, while the cost of claims as a share 
of payroll increased 7.6% for most California 
employers, BSAS participants saw the cost of 
claims as a share of payroll decrease 2.5%. 

 

 Risk-Seeking-Tends to quickly seek a 
bottom-line explanation and to install an 
action plan/solution that anticipates positive 
results. 
 

 Risk-Avoiding- Overemphasizes risk or is 
obsessed with the downside of risk. 
 

 Risk-Optimizing-Weigh the risk-reward 
relationship while realistically evaluating 
potential outcomes and consequences.  
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 Directly affects an organization’s ability to 
achieve its goals. 

 

 Strikes a balance by using social, 
environmental and economic elements to 
meet its current needs without compromising 
the ability of future generations to meet their 
needs. 

 Not sustainable- Resources are consumed 
faster than they can be replenished. 

 

 Steady state- Equilibrium exists, as resources 
are replenished at the same rate at they are 
consumed. 

 

 Growth state- Resources are replenished at a 
greater rate than they are consumed. 
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 Achieve zero waste by 2020 with interim targets 

of 50% diversion from landfill by 2008 and 75% 
diversion by 2012 
 

 Building construction with green building design 
 

 Conservation water goals 
 

 Energy efficiency goals 
 

 Reduce fleet emissions goals 

 What are some examples of internal drivers of 
an organization’s risk culture? 

 

 What are some examples of external drivers 
of an organization’s risk culture? 

 

 How can an organization’s risk management 
function create organizational value? 



6/23/2013 

17 

 What steps can a risk professional take to 
ensure the success of ERM within their 
organization? 

 

 Explain the sustainability challenge for an 
organization in regard to moving beyond the 
directive for profitable growth? 

 

 



6/23/2013 

18 

 Strategic Management-Provides direction, 
focus, and consistency of action throughout 
an organization, enabling it to fulfill its long-
term goals. 

 

 Vision Statement- What an organization will 
accomplish in the long-term 

 

 Mission Statement- A broad expression of an 
entity’s goals 
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 Strategy Formation- Creating the plan 

 

 Strategy Implementation- Putting the plan 
into action 

 

 Strategy Evaluation- Checking the results to 
determine whether the plan is working as 
envisioned. 
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 Suitability-Can the strategic plan be 

accomplished? Is the strategy appropriate for the 
marketplace? Will the entire organization support 
the strategy? 
 

 Feasibility-What initial investment is needed? 
How much time will pass before we can break 
even? What is the NPV of the project? What 
additional resources are needed? 
 

 Acceptability-What are the inherent risks? What 
are the anticipated results or returns?  
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 Create roadmap of specific processes, tasks 
and responsibilities 

 

 Clearly communicate information regarding 
the strategies 

 

 Assign specific responsibilities, tasks, 
authority and accountability throughout 
organization   

 Allocate adequate resources for successful 
implementation. Resources include finances, 
staff, training, time, equipment, data and 
technology. 

 

 Manage variances between the goals and 
mid-year results, and make necessary 
adjustments to achieve goals 
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 Strategy evaluation involves comparing plan 
to results as a year progresses 

 

 The evaluation may indicate that results are 
off target in ways that cannot be addressed 
through moderate adjustments 

 

 Unexpected outside economic forces may 
make the achievement of a strategic plan 
impractical or impossible. 
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 Market Penetration-Concentrates on 
improving production efficiencies and 
capturing market share 

 

 Vertical Integration-Assuming the operations 
formerly performed by suppliers and or 
functions performed by others 

 

 Diversification- Entering different geographic 
markets or adding new products or services 

 Turnaround- A temporary across-the-board cost-
cutting measures to improve the organization’s 
future strengths 

 

 Divestitures-Selling and closing of a unit within the 
organization in order to reduce business losses 

 

 Bankruptcy-Legal protection in order to restructure 
debt to a manageable level and deal with creditors 

 

 Liquidation-The process a business or business unit 
undergoes when going out of business 
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 Develop ERM goals that are aligned with strategic 
goals 

 

 Adopt an ERM–based approach 

 

 Apply Risk Criteria-Which can include costs and 
benefits, legal and statutory requirements, 
socioeconomic and environmental factors, the 
concerns of stakeholders, priorities, and other 
considerations 

 

 Strategic risk map 

 

 Scenarios based on key uncertainties 

 

 Prioritized list of important organizational 
trends  
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 Understanding the scope of the strategy 

 

 Anticipating the impact of competitor’s 
activities, organization’s price point, 
customer demand, and emerging market 
forces 

 

 Determine the organization’s competitive 
advantage 
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 Keep DFW Cost Competitive 

 

 Create Customer Satisfaction 

 

 Deliver Operational Excellence 

 

 Factor Employee Engagement 

 How does the particular strategy create value? 
 

 How does the strategy capture  and/or 
protect shareholder value? 
 

 How will we deliver shareholder value? 
◦ Increase price? 
◦ Reduce cost? 
◦ Push out quantity? 
◦ Create additional demand? 
◦ Combination? 
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 Organization articulates the measurable 
expected outcome for the specific strategy 

 

 The strategy is the prioritized according to its 
importance in meeting corporate goals 

 

 Strengthen mitigation approaches, major 
challenges and risks are identified that would 
affect the business strategy 

 

 

 Current mitigation or optimization activities 
are noted for the identified threats and 
opportunities 
 

 Potential mitigation or optimization activities 
are identified from a value protection and 
creation standpoint 
 

 Management team evaluates the effectiveness 
of the potential mitigation activities in 
reducing risks 
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 Its comfort level in accepting risk 

 

 The nature and types of consequences that 
can occur 

 

 Its definition of unacceptable risk 

 

 How “likelihood” will be defined and depicted 

 The immediacy of the risk and development 
of the consequence 

 

 Impact measured in financial or operational 
terms 

 

 Impact to its reputation and/or sustainability 

 

 How combinations of risks could affect it 
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 Who ultimately is responsible for oversight of the 
organization’s ERM framework? 

 

 Who is responsible for setting the risk strategy, 
the implementation and execution of the 
company’s risk management standards, practices 
and activities? 

 

 Who is accountable for day-to-day risks? 

 

 Who are the risk owners and what are their 
responsibilities? 

 Well-implemented ERM program will provide 
continuous improvement for the organization 

 

 Important part of continuous improvement is 
measuring results and monitoring progress 
with tool such as a risk maturity model 

 

 Provides the framework for setting goals and 
for measuring progress toward those goals 
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 1) Verify the incident and define the problem 

 2) Map a timeline of events 

 3) Identify critical events 

 4) Analyze the critical event(s) ( cause/effect ) 

 5) Identify root causes 

 6) Support each root cause with evidence 

 7) Identify and select the best solutions 

 8) Develop recommendations 

 9) Track implementation of solutions 
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 1) Agencies can now identify barriers and the causes 
of problems so that permanent solutions can be 
found 
 

 2) Agencies are developing a logical approach to 
problem-solving using data that already exists in 
their agencies. 
 

 3) Agencies are identifying current and future needs 
for organizational improvement 
 

 4) Agencies are establishing repeatable, step-by-
step processes, in which one process can confirm the 
results of another. 
 

 1) The “5-Ways” Analysis” –A simple problem-
solving technique that helps users get to the root 
of the problem quickly. It was made popular in 
the 1970s by the Toyota Production System. This 
strategy involves looking at a problem and 
asking “why” and “what” caused this problem? 

 

 2) Barrier Analysis- Investigation or design 
method that involves the training of pathways by 
which a target is adversely affected by a hazard 
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 3) Change Analysis- Looks systematically for 
possible risk impacts and appropriate risk 
management strategies in situation where 
change is occurring.. 
 

 4) Casual Factor Tree Analysis-An 
investigation and analysis technique used to 
record and display, in a logical, tree-
structured hierarchy, all the actions and 
conditions that were necessary and sufficient 
for a given consequence to have occurred. 
 

 5) Failure Mode Effect Analysis- A “system 
engineering” process that examines failures in 
products or processes. 
 

 6) Fish-Bone Diagram or Ishikawa Diagram-
Derived from the quality management process, 
it’s an analysis tool that provides a systematic 
way of looking at effects and the causes that 
create or contribute to those effects. Because of 
the function of the fishbone diagram, it may be 
referred to as a cause –and-effect diagram. The 
design of the diagram looks much like the 
skeleton of a fish. 
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 7) Parent Analysis- A statistical technique in 
decision making that is used for analysis of 
selected and a limited number of tasks that 
produce significant overall effect. The 
premise is that 80% of problems are 
produced by a few critical causes (20%) 
 

 8) Fault Tree Analysis- The event is placed at 
the root (top event) of a “tree of logic”. Each 
situation causing effect is added to the tree 
as a series of logic expressions. 
 

 

 Nonexistent- Not yet implemented 

 

 Level 1 Ad Hoc- Utilizes ERM for singular 
events 

 

 Level 2 Initial- Early stages of ERM 
implementation 
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 Level 3 Repeatable- Being used regularly with each 
business unit and department consistently using it 

 

 Level 4 Managed- Skillful in utilizing ERM process to 
detect, control and direct decision concerning 
organizational risks 

 

 Level 5 Leadership-Senior management and the 
board not only embrace the ERM process but also 
direct and lead the organization by assimilating ERM 
into the culture with ownership and accountability   

 

 

 

 Economic Performance Values 

 

 Social Justice Values 

 

 Environmental Stewardship Values 

 

 Also known as Profit, People, and Planet 
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 People 

 

 Systems 

 

 Processes 

 

 Capital Needs 

 Social 

 

 Regulatory 

 

 Cultural 

 

 Competitive 

 

 Financial 

 

 Political 
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 Achievable 

 

 Implementable 

 

 Measurable 

 

 Time-Limited 

 Avoid risks that could materially affect the value 
of organization 
 

 Contribute to economic efficiency 
 

 Take risks that the company can manage in order 
to optimize returns 
 

 Balance risk and reward against the impact and 
cost of managing risks for the organization 
 

 Provide transparency of the organization’s risk 
through internal and external reporting 
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 Explain the five steps of strategy 

implementation? 
 

 Identify the three steps in the process of 
developing corporate policy? 
 

 Define risk criteria? 
 

 Describe strategy formation, implementation 
and evaluation? 
 

 List the eight factors an organization should 
consider when determining relevant risk criteria? 

 

 Describe the two major components of the Risk 
and Insurance Management Society Risk Maturity 
Model? 

 

 One attribute of a risk maturity model is the 
adoption of an enterprise-wide approach to risk 
management. What are the key drivers of this 
attribute? 
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 One attribute of a risk maturity model is the 
adoption of risk appetite management. What 
are the key drivers of this attribute? 
 

 Describe how SWOT analysis is applied in the 
ERM process to assess and organization’s 
external environment? 
 

 What is one’s risk position? 
 

 What is one’s triple bottom line? 


