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Chapter 7

Risk Analysis





Intro to Risk Analysis

• Goal
– Organization must understand the risks it faces before 

it can decide how to treat them.

• Risk Analysis provides:
– Information for understanding risks and making 

decisions regarding treatment

– Sources and consequences of identified risk are 
considered

• Potential consequences

• Likelihood of each consequence

• Effectiveness of controls

– Determines level of risk



Nature of Risk Analysis

• Risk analysis can be used to analyzed events, 
product lines, projects, or processes

– Goal is to identify how risk would affect ability to 
accomplish objectives

– Helps identify over controlled and poorly 
controlled risks

– Can identify risks that may have chain reaction or 
affect other systems



Qualitative Assessment and 
Quantitative Analysis

• Qualitative Assessment
– Measures risk by significance of consequences

• Somewhat subjective
• High, medium, low

• Quantitative Analysis
– Assigns specific values to consequences and their probabilities
– Needs reliable, credible, consistent, historical data to be useful

• Both approaches use estimates of probability to assess risk

• Assessing Controls
– Analysis should include an evaluation of the effectiveness of 

current risk control measures and the potential impact of new 
controls



Probability Analysis

• Probability analysis is used to estimate 
likelihood and consequences of a series of 
events

– Likelihood = Frequency

– Consequences = Severity

– Probability related concepts

• Theoretical probability

• Empirical probability

• Law of large numbers



Nature of Probability

• Theoretical probability
– Probability that is based on theoretical principles 

rather than on actual experience
• Flipping a coin, rolling a die, picking a card

• Empirical probability
– A probability measure that is based on actual 

experience through historical data or from the 
observation of facts

• Must be estimated using a sample or historical data

• Only estimates

• Accuracy depends on size and credibility of sample



Law of Large Numbers

• Law of Large Numbers

– A technique for forecasting events, such as 
accidental and business losses, on the assumption 
that they are governed by an unchanging 
probability distribution.



Probability Distributions

• Probability Distribution

– A presentation (table, chart, graph) of probability 
estimates of a particular set of circumstances and 
of the probability of each possible outcome.

– Properly construct distribution always contains 
outcomes that are both:

• Mutually exclusive – one outcome does not affect other

• Collectively exhaustive  - sum of outcomes is 1.0







Probability Distributions

• Continuous Distributions
– Often used with dollar amounts – Claims data payout
– data needs to be put in bins or ranges.

• Discrete Distributions
– Displayed in a table that lists all possible outcomes and probability of each 

outcome
– Used to analyze how often event will occur as a frequency distribution

Discrete Distribution Continuous Distribution

Each possible answer is 

defined.

(Deck of cards, Rolling dice)

Possible distribution always 

changing.

(Value of your losses 8/1, 9/1)

Sum of all possible losses = 100 or P = 1.0
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Characteristics of Probability 
Distributions

Mean Numeric average

Median Midpoint of a sequential set of values. For even 

# in set, half of two middle values.

Mode Most frequent in the set of values.

Skewness A measure of whether a probability distribution 

is symmetrical.

• Central Tendency
– The single outcome that is the most representative 

of all possible outcomes included within a probability 
distribution

• Dispersion
– The variation among the values of a distribution



Expected Value

• Expected Value

– The weighted 
average of ALL 
possible outcomes 
of a probability 
distribution

• Calculated as the 
sum of Outcomes X 
Probabilities



Standard Deviation

• Standard Deviation

– Measure of dispersion between the values in a 
distribution and the expected value (mean) of that 
distribution, calculated by taking the square root 
of the variance

• Coefficient of Variation

– Measure of dispersion calculated by dividing the 
distribution’s standard deviation by its mean



Forecasting – Dispersion

6 steps to calculate Standard Deviation:

1. Calculate the distribution’s expected values

2. Subtract this expected value from each value in set

3. Square the resulting differences

4. Multiple each square by (P) associated with the value

5. Sum the resulting products

6. Find the square root of the sum

Coefficient of Variation Standard deviation divided by mean



See example on page 7.16 



Expected 

Value

The weighted average of all of the possible 

outcomes of a probability distribution.

Central 

tendency

The single value that “best” represents all possible 

outcomes.  (known as cluster)

Normal 

Distribution

The probability distribution has symmetrical 

variability

(known as “bell curve”)

• one deviation [+ or - ] = 68.26%

• two deviations [+ or - ] = 95.44%

• three deviations [+ or - ] = 99.74%





Sample Test Questions

When forecasting losses on the basis of a 
probability distribution of past losses, risk 
management professional generally prefer 
probability distributions that have large 
standard deviations rather than small ones.”

1. Explain why you agree or disagree with the 
above quotation.

2. Draw two bell-shaped probability 
distributions, and indicate which has the 
smaller standard deviation.



Sample Test Questions - #11 Answer



Practical Application: Normal 
Distribution



Regression Analysis

• Linear Regression Analysis

– Form of regression analysis that 
assumes that change in the 
dependent variable is constant 
for each unit of change in the 
independent variable



Example of Linear Regression Analysis

Note:  Important to understand concept and how used.  
The calculators that they allow you to use do not calculate 
slopes.  They will provide data if needed to calculate.



Example of Linear Regression Analysis

Calculate for zero output, 
page 7.21



Regression Analysis as a Tool

• Forecasts should only be accepted if 
underlying assumptions are valid

• Results must interpreted within reason

• Scarcity of data can affect results, which 
makes forecasting difficult

• Curvilinear regression should also be 
considered to measure relationship between 
independent and dependent variables



Analyzing Event Consequences

• Decision Tree Analysis

– Analyzes the uncertainties of decision outcomes

– Can provide both qualitative and quantitative 
analysis

– Starts with statement of the initial decision under 
consideration





Analyzing Event Consequences

• Event Tree Analysis

– Analyzes consequences of accidental events rather 
than decisions

• Accidental event is defined as the first significant 
deviation from a normal situation that may lead to an 
unwanted consequence.

– Starts with identification of an accidental event







Analyzing Loss Exposures



Analyzing Loss Exposures

• Loss Frequency

– Number of losses that occur during a specific 
period

• Loss Severity

– Purpose is to determine how serious a loss might 
be

• Maximum possible loss
– Total value exposed to loss at any one location or from any 

one event





Frequency and Severity Considered 
Jointly



Frequency and Severity Considered 
Jointly





Total Dollar Losses

• Total Dollar 
Losses

– Calculated by 
multiplying loss 
frequency by 
loss severity

• Simplified actuary 
equation



Timing and Data Credibility

• Timing

– Requires considering when losses will occur, but also 
the likely timing of payments made for those losses

• Must consider when reserves are held and counted for 
accounting and tax reason

– Payout schedules

• Auto and property losses have quick payouts (12 months or 
less)

• Workers’ compensation and liability claims can have longer 
payouts (3 years or more)

• Environmental - 10 + years



Data Credibility

• Refers to level of confidence  that available 
data can accurately indicate future losses

– Two issues that may indicate poor data

• Age of data

• Does data represent actual losses or estimates of losses
– Example of medical malpractice data
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Risk Treatment





Risk Treatment

• Available Risk Treatment Techniques
– Avoid the Risk

– Modify the likelihood and/or impact of the Risk
• Risk control – Loss Prevention/Loss Reduction

– Transfer the risk

– Retain the Risk

– Exploit the Risk

• Risk control with risk transfer/retention most 
common





Risk Treatment

• Loss Prevention
– A risk control technique that reduces the frequency of 

a particular loss

• Loss Reduction
– A risk control technique that reduces the severity of a 

particular loss

• Retention
– A risk financing technique that involves assumption of 

risk in which gains and losses are retained within the 
organization



Risk Treatment

• Risk financing

– A conscious act or decision not to act that 
generates the funds to offset the variability in cash 
flows that may occur as an outcome of risk

• Buying insurance or retention

– Transfer (buying insurance)
– In the context of risk management, a risk financing technique 

by which the financial responsibility for the losses and 
variability in cash flows is shifted to another party





Risk Treatment

• Risk Transfer
– Insurance –

• Funded risk transfer
• By accepting premium, the insurer agrees to pay for all of the 

organization’s losses that are covered by the insurance contract
• May provide other services: claims handling, loss control

– Contract (non-insurance)
• Transfers financial consequences of an event to a party other than the 

insurer
• Deal solely with assigning responsibility for an event arising out of a 

particular relationship or activity
• Hold Harmless agreements

– Hedging
• Futures contracts to offset potential losses, but may prevent large 

gains
• Provides stability



Risk Treatment
• Risk Retention

– Considered a form of risk financing when there is an internal 
fund established to pay losses

– Often preferred technique
– Last resort technique when event cannot be insured

• Considerations
– Planned Retention

• Deliberate assumption of risk that has been identified

– Unplanned Retention
• Risk was unknown or not properly analyzed

– Complete or Partial
• How much of cost of a loss is retained by organization

– Funded or Unfunded
• Funded account can earn interest and serves as an escrow account
• Unfunded is a “pay as you go”, and monies would come out of 

operation budget to pay for losses 


