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Chapter 2

Risk Management Standards 
and Guidelines





RM Standards and Frameworks

• A standard is a means of determining what 
something should be
– Applies to rules, principles, or measures established 

by an authority
– Standards are voluntary for organizations to adopt; 

however, can establish a “standard of care.”

• Risk Management Standard
– Document published by a recognized authority that 

includes principles, criteria, and best practices for risk 
management





Characteristics of RM 
Standards and Frameworks



Monitoring Adherence to Standards: 
The RIMS Risk Maturity Model

• RIMS Risk Maturity Model is not a standard or 
framework, but provides a self assessment of program 
effectiveness.  

• 7 Attributes of Maturity Model
– ERM-Based Approach
– ERM Process Management
– Risk Appetite Management
– Root Cause Discipline
– Uncovering Risks
– Performance Management
– Business Resiliency and Sustainability



ISO 31000 Risk Management 
Guidelines

• Principles

• Framework

• Process
– Risk Assessment

– Risk Treatment

– Risk Monitoring and Review



ISO 31000
Principles



ISO 31000
Principles



ISO 31000
Framework

• Risk Management Framework
– A foundation for applying the risk management 

process throughout the organization
– Framework can be adapted to an organization’s 

specific operations and objectives

• Begins with evaluation of risk contexts, both 
internal and external, to establish risk policy

• Appropriate resources should be available for 
designing and implementing framework



ISO 31000
Framework



ISO 31000
Process

• Risk management process
– Establish scope and context
– Assess risk – Identify, analyze, evaluate
– Treat Risk
– Monitor Risk

• Process can be customized/applied to different 
risks and functions in organization

• Risk Criteria should be established as part of the 
internal/external contexts
– Risk criteria is information used as a basis for 

measuring the significance of a risk



ISO 31000
Process



ISO 31000
Risk Assessment

• Risk assessment includes:
– Identification

• Development of comprehensive risks  that impact 
objectives positive/negative

• Traditional approach only addressed hazard risk….should 
evaluate operational, financial, etc..

• Identify as many risks as possible

– Analysis
• Quantitative, qualitative, or combination
• Includes determining level of risk and potential effects on 

organization, both tangible and intangible

– Evaluation
• Apply selected risk criteria to determine impact and allow 

decisions regarding risk treatment



ISO 31000
Risk Treatment

• Risk treatment is the ongoing process of deciding on 
an option for modifying risk, selecting a new risk 
treatment, and then repeating this assessment

• Treating risks may include
– Avoid
– Retain
– Transfer all or part
– Combination

• Treatment can
– Eliminate sources of risk
– Altering likelihood (frequency)
– Changing consequences of events from risk (severity)

• Should include performance metrics and 
accountability



ISO 31000
Risk Monitoring and Review

• Includes monitoring and reviewing both 
internal and external changes and how these 
changes affect risks and their treatments

• Monitoring should also include 
– recording the assessments and reporting them 

internally and externally

– Determining frequency, distribution, and method 
of reporting



COSO ERM – Integrating with 
Strategy and Performance

• COSO – Committee on Sponsoring 
Organizations of the Treadway Commission

• This is an updated ERM framework

• Primarily was used in the financial sector with 
main audience being auditors/controllers

• Not only to respond to but proactively plan for 
and take advantage of emerging risks



Integrating Risk, Strategy, and 
Performance

• Goal is to move from silos to integrated ERM approach 
at all levels and functions

• Management, boards, and employees should consider 
risk when selecting business strategy
– Strategy must adapt as conditions change and align with 

organization's mission, vision, values

• Organizations must continually assess strategy to 
determine its strengths/weaknesses as new and 
changing risks emerge

• ERM can be used more than manage risks, but 
maintain a competitive advantage

Note:  Strategy and Performance could be substituted for objectives in ISO 31000 
model



Using the COSO Framework

First three of five components are integral to an organization’s achievement of 
enhance value.

Five components supported by twenty principles.



Governance and Culture

• Governance can refer to a board of directors, 
partners in a venture, or owner of a small 
business

• Culture defines and encourages desired 
behaviors and promotes awareness of the 
expected and tolerable levels of risk.
– When fully embraced by all employees, helps 

organization achieve its objectives



Strategy and Objective Setting

• This includes defining an organization’s risk 
appetite (risk averse vs. risk taking) which should 
be aligned with strategy
– Example of Google with lots of resources has larger risk 

appetite for financial risk, but not reputational risk

• Determining risk appetite and strategy are dynamic 
decisions that are considered together

• Selected strategy is realized through business 
objectives using measurable performance targets



Performance

• Practices that allow an organization to 
continually identify, assess, and respond to risk 
on an ongoing basis

• Principle that supports this component and 
role in decision making
– Identifying and prioritizing risks

– Assessing their severity

– Implementing responses



Solvency II
Basel II and III

• Regulatory Standards adopted by many European 
governments
– Solvency II regulatory standard for insurers in European 

Union
• Requires insurer to have an effective risk management system
• Conduct its own risk and solvency assessment
• Effective internal control system and audit and actuarial function
• Insurers that can demonstrate strong risk management 

standards, may be able to reduce capital requirements

– Basel II is new regulatory standard for global banking 
industry
• Establishes risk management principles designed to prevent 

systemic risk



Financial Institution Application of 
Basel Regulatory Standars

Review eleven Basel III principles p. 2.16



Chapter 3

Hazard Risk





Nature of Hazard Risk

• Considered an insurable risk

• Pure Risk

• Traditionally, focus of risk management 
professionals
– Still important



Definition of Risk

• Type of risk that provides potential for only a negative outcome
• Typically includes the following hazard risks

– Fire and other property damage
– Windstorm and other natural perils
– Theft and other crime, personal injury
– Business interruption
– Disease and disability (work related injuries/illness)
– Liability claims

• Three main categories
– Personnel Risk

• Uncertainty due to loss of key employees, death, workplace injuries

– Property Risk
• Uncertainty related to loss of wealth due to damage/destruction of property

– Liability Risk
• Uncertainty due to bodily injury/death , harm to others



Measuring and Managing Hazard Risk

• Common measures
– Frequency – number of losses
– Severity – size of loss

• Techniques to manage
– Avoidance – eliminates possibility of loss 
– Separation – dispersing activity over several locations
– Duplication -  reliance on back-ups 
– Diversification 
– Prevention – reduces frequency of losses
– Reduction – reduces severity of losses

• Most common techniques are prevention and 
reduction



Role of Insurance

• Insurance
– Risk management technique that transfers the potential 

financial consequences of certain specified loss exposures 
from the insured to the insurer

– Used for low frequency/high severity events
– Used for events that have more uncertainty  and/or 

activities that cannot be avoided
– Most common method of risk transfer

• High frequency/low severity events should be retained
– predictable





Role of Insurance

• Insurance limitations to risk transfer
– Deductibles and self-insured retentions
– Policy limits may not provide enough coverage for large loss 

events
– Policy exclusions for certain exposures
– Insurance may only provide for 20-30% of operational risk losses
– Typically you can buy insurance for anything, issue is cost of 

coverage

• Examples:  
– Homeowners insurance excludes flood, earthquake
– Cyber risk



Loss Exposures

• Loss Exposure
– Any condition or situation that presents a 

possibility of loss, whether or not an actual loss 
occurs

• Every loss exposure has 3 elements
– Asset exposed to loss

– Cause of loss (also called a peril)

– Financial consequences of that loss



Loss Exposures

• Asset exposed to loss
– Anything of value to an individual or organization 

that is exposed to loss
• Property – buildings, cars, equipment

• Investments

• Money that is owed and cash

• Intangible assets – patents, copyrights, trademarks

• Human resources



Loss Exposures

• Causes of Loss
– Examples include

• Fire, windstorm, theft, employee injury, hacking

• Hazards are conditions that can increase the 
frequency or severity or severity of a loss.
– Examples of  auto hazards

• Hazard classifications
– Moral hazard
– Morale hazard
– Physical hazard
– Legal hazard



Loss Exposures (not in textbook)

• Moral hazard
– Condition that increases likelihood that a person 

will intentionally cause or exaggerate a loss

– A deliberate act
• Insurance fraud

• Morale hazard
– Condition of carelessness or indifference that 

increases the frequency or severity of a loss
• Do you drive a rental car different than your own car?

• Insurance for cell phones



Loss Exposures (not in textbook)

• Physical hazard
– Tangible characteristic of property, persons, or 

operations that tends to increase the frequency or 
severity of loss
• Slippery floors

• Chemicals used in a lab

• Legal hazard
– Condition of the legal environment that increases 

loss frequency or severity
• Legal jurisdiction – California vs. Texas



Loss Exposures

• Financial Consequences of Loss
– Depends on 

• type of loss exposure
• Cause of loss
• Loss frequency and severity

– Determining financial consequences of loss can be 
difficult  for certain exposures
• Business interruption
• Loss of key personnel



Types of Loss Exposures

• Typically loss exposures divided into 4 types
– Property
– Liability
– Personnel
– Net income

• Three elements of loss apply to each of the four 
types
– Asset Exposed, Cause of Loss, Financial Consequence

• Types of loss exposures are unique in how assets 
are exposed to loss



Types of Loss Exposures

• Property Loss Exposure
– Condition that presents  possibility that a person or 

organization will sustain a loss resulting from damage 
(including destruction, taking, or loss of use) to 
property in which that person or organization has a 
financial interest.

– Tangible vs. intangible property
• Tangible has a physical form
• Intangible has no physical form – patents, data in the cloud

– Real property consists of land and all structures 
permanently attached to the land





Types of Loss Exposures

• Liability Loss Exposure
– Condition or situation that presents the possibility 

of a claim alleging legal responsibility of a person 
or business for injury or damage suffered by 
another party.

– Even if claim is defended and does not result in 
payment, costs are incurred to defend and/or 
could result in loss to reputation that could result 
in a financial loss





Types of Loss Exposures

• Personnel Loss Exposure
– Condition that presents the possibility of loss caused by a 

person’s death, disability, retirement, or resignation that 
deprives the organization of the person’s special skill or 
knowledge that the organization cannot readily replace.
• How do you prevent these losses?

• For family, considered a personal loss exposure
– Condition that presents possibility of a financial loss to an 

individual family by such cases as death, sickness, injury or 
unemployment.
• Is there insurance for this?





Types of Loss Exposures

• Net Income Loss Exposures
– Condition that presents the possibility of loss caused 

by a reduction in net income
• Net income is revenue minus expenses and income taxes in 

a given time period
• Net income loss is a reduction in revenue, increase in 

expenses, or a combination of both

– Net income losses are often the result of a property, 
liability or personnel loss

– Can also be the result of 
• Loss of goodwill
• Failure to perform
• Missed opportunity

– Considered to be indirect losses







Commercial Insurance Policies

• Different coverages for different exposures
• Developed through regulation, common usage, 

and standardization
• Use of standard forms

• Property-Casualty insurance
– Property
– Liability
– Line of business or insurance lines
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Property Insurance

• Insurance that covers commercial buildings and their contents 
against various types of property losses
– Monoline policy covers one line of business
– Package policy cover two or more lines of business

• Named peril
– Specific cause of loss listed and described in an insurance policy or used 

to describe a policy

• Physical loss
– Loss that is physical, not just financial, and results immediately from the 

occurrence

• All Risks Policy
– Insurance policy that covers any risk of physical loss unless the policy 

specifically excludes it

• Bailees’  customer policy
– Covers damage to customer’s goods while in possession of the insured

• Auto repair shops



Property Insurance

• Business Income Insurance 
– Business interruption – covers loss of business income and 

extra expenses incurred while repairs made after a covered 
loss

• Industrial All-Risk (Special Risk) Insurance 
– Customized policies typically for large enterprises

• Builders’ All-Risk Insurance 
– Building increases in value as contructed
– Multiple insured interests (owner, contractor, subs)
– Increased exposure of loss due to theft, weather, fire

• Equipment Breakdown (Boiler & Machinery) Insurance
– Boilers and pressure vessels
– Electrical equipment
– Mechanical equipment



Commercial Policies

• Fidelity and Crime Insurance
– Covers criminal acts committed by persons other 

than the insured.



Commercial Policies

• Surety Bonds
– Considered three-party agreements

• Principal – party whose obligation or performance the 
surety guarantees

• Surety – Party (insurer) that guarantees to the obligee 
the the principal will fulfill obligation or perform

• Obligee- Party to receive surety’s guarantee that 
principal will perform

– Most commonly used for construction projects



Commercial Policies

• General Liability Insurance
– Coverage when the insured becomes legally obligated 

to pay damages.
• Tort – wrongful act or an omission, other than a crime or 

breach of contract, that invades a legally protected right
• Breach of contract – Failure, without legal excuse, to fulfill a 

contractual promise.
• Occurrence – accident, including continuous or repeated 

exposure to substantially the same general harmful 
condition

• Indemnify – To restore a party who has sustained a loss to 
the same financial position that party held before the loss 
occurred (to make whole)



Commercial Policies

• Auto Insurance
• Workers’ Compensation and Employers Liability Insurance
• Professional Liability and Errors and Omissions
• Management Liability Insurance

– Directors and Officers (D&O)
– Employment Practices Liability (EPL)
– Fiduciary Liability

• Aircraft
• Ocean Marine

– Vessel – Hull and collision liability
– Liability
– Cargo – loss due to sinking or pirates

• Environmental Insurance
– Expensive with many exclusions and/or very specific



Questions


