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Scheduling the Exam
85 Multiple Choice Questions – 2 Hours

71.01% pass ratio



Studying the Material

• Educational Objectives
• Terms and Phrases
• Text Exhibits
• Chapter Summary
• Optional

– Course Guide Review Questions
– Course Guide Application Questions

SUGGESTION:  Read the Educational Objectives in 
the course guide BEFORE reading the text. 



Studying the Material

• Have an answer for ALL Educational Objectives
• Review all exhibits
• Use same terms and phrases

– (EX: The text has 4 Pre-Loss Goals and 6 Post-Loss Goals; 
then so do you!)

–  This course requires memorizing content, not creating NEW 
examples.

– Use acronyms to keep the lists separate.
• Test questions frequently interchange information.
• KNOW ARM-54 the best … the other courses build off 

concepts delivered in 54.

SUGGESTION:  Divide material in the text and course guide 
into units for EVERY Educational Objectives. 



_________________________________________________________________
ASSIGNMENT TITLE

_________________________________________________________________

Week 1 - Introduction to Risk Management
Week 2 - Risk Management Standards and Guidelines
Week 2 - Hazard Risk
Week 3 - Operational, Financial, and Strategic Risk
Week 4 - Risk Management Framework and Process
Week 5 - Risk Identification
Week 6 - Risk Analysis
Week 7 - Risk Treatment
Week 7 – Big Data Analytics for Managing Risk
Week 8 - Capital Investment and Financial Risk
Week 9 - Monitoring and Reporting on Risk
Week 10 – Course Review

ARM-54 Course Outline



Chapter 1

Introduction to Risk Management

*





The Risk Management 
Environment

• Risk management can be difference between invisible 
threat that vanishes quickly or whose gravity that has 
global impacts

• Can implement a number of controls to mitigate risk, but 
decision to implement are based on the level of 
uncertainty

• Today’s environment we have inexpensive data gathering 
technology and predictive analytic techniques to transform 
data and provide more certainty to make decisions
– Innovations next step in evolution from reacting to a loss to 

preventing it from happening in first place



The Evolution of Risk and 
Risk Management

• Traditional Risk Management
– Associated with accidental losses and/or 

insurable risk

• Enterprise Risk Management
– A holistic view of risk that is much broader and 

includes all potential risks both internal and 
external

– Includes potential positive consequences
– Taking risks is necessary for growth



The Evolution of Risk and 
Risk Management

• High level categories of risk
– Hazard
– Operational
– Financial
– Strategic

• Subcategories of risk
– Project
– Financial reporting
– Process

Risk Profile:
A set of characteristics 
common to all risks in a 
portfolio



Technology and the Changing 
Risk Management Environment
• Traditional risk assessment techniques 

focus on Root Cause Analysis (RCA), 
which looks backwards and may not 
identify all root causes

• Technology and RM intersect to provide 
insights into big data and better decision 
making.



Technology and the Changing 
Risk Management Environment
• Data Capture

– Smart Products
• Innovative item that uses sensors; wireless sensor 

networks; and data collection transmission and 
analysis to further enable the item to be faster, 
more useful, or otherwise improved.

–  Internet of Things (IoT)
• Network of objects that transmit data to computers

– Examples
• Wearables, Drones, Robots, and sensors



Technology and the Changing 
Risk Management Environment
• Data Storage

– Cloud computing enables storage and sharing 
of large amounts of data

– Blockchain is a virtual distributed ledger that 
maintains a dynamically update list of data 
records (blocks)

• Records not recorded in ledger until veracity of 
data of data is confirmed and verified

– Blockchain allows for the sharing of verified 
quality data and is known for security, 
transparency, and scalability 



Technology and the Changing 
Risk Management Environment
• Data Analytics

– Data can be organized and analyzed through 
methods that use artificial intelligence, such 
as machine learning and data modeling

– Technology allows for
• Automated decision making for improved accuracy 

and efficiency
• Organizing large volumes of new data
• Discovering new relationships in data
• Exploring new sources of data – text mining
• Developing new products



Technology and the Changing 
Risk Management Environment



Benefits of Risk Management

• Addressing Systemic Risk
– Good example can be found in Peter Senge’s 

book The Fifth Discipline, The Beer Game

• Systemic Risk
– The potential for a major disruption in the 

function of an entire market or financial 
system

• Examples – mortgage industry, oil prices, tariffs, 
etc..



Benefits of Risk Management 
for Organizations

• Reduce Cost of Hazard Risk 

• Reduce Deterrence Effects of Hazard Risks 

• Reduce Downside Risk 

• Manage the Downside of Risk 

• Intelligent Risk Taking 

• Maximize Profitability 

• Holistic Risk Management 

• Legal and Regulatory Requirements 



Benefits of Risk Management 
for Organizations

• Reduce Cost of Hazard Risk
– Cost of Risk is “The total cost incurred by an organization 

because of the possibility of accidental loss.



Benefits of Risk Management 
for Organizations

• Reduce Deterrence Effects of Hazard Risks 

– Reduces the deterrence effects of uncertainty about potential 
future accidental losses by making losses less frequent, less 
severe, or more foreseeable.

• Reduce Downside Risk 

– Use of stop-loss limits or triggers

• Manage the Downside of Risk

– Hedging or buying futures



Benefits of Risk Management 
for Organizations

• Reduced waste of resources
– Economic impact of a fire or earthquake on loss of production

• Japan and impact of Tsunami

• Improved allocation of productive resources
– Organizations more likely to take risk to be innovators

• Reduced systemic risk



Benefits of Risk Management 
for Organizations

• Intelligent Risk Taking
– Provides a framework to analyze and manage risk associated 

with an opportunity.
– Evaluate risk appetite and tolerance 

• Maximize Profitability
– Optimal risk adjusted return on capital 

• Holistic Risk Management
– Breakdown silos all levels and functions

• Legal and Regulatory Requirements 



Benefits of Risk Management 
for the Economy

• Economy’s cost of risk management includes resources 
consumed or devoted to combating losses

• Uncertainty throughout the economy causes 
organizations to be more risk averse
– Causes allocation of economy’s resources away from assets or 

activities that seem too risky so economy is not as productive as 
it could be

• Reduced waste of resources
– Prevents or minimizes waste of productive resources

• Improved allocation of productive resources
– Less uncertainty allows organizations to maximize profits

• Reduced systemic risk
– Regulations help reduce systemic risk (Dodd-Frank, Solvency



Risk Management Objectives



http://ucanr.org/sites/ucehs/Strategic_Plan


Risk Management Goals

• Tolerable Uncertainty 
• Legal and Regulatory Compliance
• Survival 
• Business Continuity 
• Earnings Stability 
• Profitability and Growth 
• Social Responsibility 
• Economy of Risk Management Operations 



Risk Management Goals

• Tolerable Uncertainty
– Aligning risks with an organization’s risk appetite
– Value at Risk

• Threshold value such that the probability of loss on a portfolio over the given 
time horizon exceeds this value, assumes normal markets and no trading. 

• Legal and Regulatory Compliance
– Standard of care owed to others
– Contracts entered into by the organization
– Federal, state, and local laws and regulations

• Survival 
– Assisted by risk transfer (insurance) for hazard risks
– Competition, new technology, etc..



Risk Management Goals
• Business Continuity

– Identify activities whose operations cannot be tolerated
– Identify types of accidents that could interrupt services
– Identification and availability of standby resources 

• Earnings Stability 
• Profitability and Growth
• Social Responsibility 
• Economy of Risk Management Operations 

• You can buy insurance for anything, issue is how much will it 
cost. 

• Trade offs among goals – can’t do everything



Measuring Risk



Measuring Risk
• Exposure

– Any condition that presents a possibility of a gain or loss whether or not 
an actual loss occurs

• Volatility
– Frequent fluctuations, such as in the price of an asset

• Likelihood
– Likelihood of an occurrence
– Can include mathematical probability based on the law of large numbers

• Consequences
– Degree to which an occurrence could positively or negatively affect an 

organization
• Time horizon

– Estimate duration
• Correlation

– Relationship between variables







Subjective and Objective Risk

• Subjective risk
– Perceived amount of risk based on an individual’s or 

organization’s opinion.
• Objective Risk

– The measurable variation in uncertain outcomes 
based on facts and data.

• The closer an organization’s subjective 
interpretation of risk is to objective risk, the more 
effective its risk management plan will likely be.



Subjective and Objective Risk

• Reasons for difference in risks
– Familiarity and control

• Air travel vs driving cars
– Consequences over likelihood

• Zero probability vs. low probablity
– “It can’t happen to me” 

• Overstating low probability event
– Can be due to media event or knowing someone that it 

happened to

– Risk Awareness
• Ostrich defense



Diversifiable and 
Nondiversifiable Risk

• Diversifiable Risk
– A risk that affects only some individuals, 

business, or small groups
• Building fire affects several buildings

• Nondiversifiable Risk
– A risk that affects a large segment of society 

at the same time
• Earthquake, hurricane, flood, mortgage industry



Quadrants of Risk

• Hazard (pure) Risks
• Operational Risk
• Financial Risks
• Strategic Risks

• Risk Profile
– A set of characteristics common to all risks in 

a portfolio



Focus on source of risk and who manages the risk





An approach to 
managing all of an 
organization’s key 
business risks and 
opportunities with 
the intent of 
maximizing 
shareholder value. 
Also known as 
enterprise-wide risk 
management



Definition of Risk Management

Page 1.4

“The process of making and implementing decisions that enable an 
organization to optimize its level of risk”

Can you over control/treat a certain risk?  Examples…

Can you under control/treat a certain risk?  Examples…



Enterprise Risk  Management

The new approach brings discussion about the risks to the 
board, council and policy decision makers BEFORE 

decisions are made and events occur.
For more info: http://www.ucop.edu/riskmgt/erm/

Definition:  An approach to managing all of an organization’s key 
business risks and opportunities with the intent of maximizing 
shareholder value

http://www.ucop.edu/riskmgt/erm/
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Theoretical Pillars of ERM

• All ERM definitions include concept of 
managing organization’s risk to help meet 
its objectives
– Everyone is a Risk Manager

• UC Irvine Risk Summit Video
– http://youtu.be/O_-gOPFhYcQ

http://youtu.be/O_-gOPFhYcQ


Theoretical Pillars of ERM

• Interdependency
– Traditional risk assumes risks are unrelated
– ERM tries to breakdown silos of management

• Correlation
– Correlation increases risks
– Location of suppliers – (ie Japan)

• Portfolio Theory
– A portfolio is a combination of risks and their 

interactions with other risks







Implementing ERM
• Implementation

– Senior leadership support
– Enterprise Risk Data
– Risk management process integrated
– Risk managers with authority to make and enforce changes
– Effective communication

• Impediments
– Technology to share date across system – dashboards
– Blowing up silos

• Risk management buys insurance
• HR is responsible for benefits
• Finance manages investments
• Operations manages production
• Safety function focuses on compliance 



Summary
• Using traditional risk management techniques with technology can 

provide more certainty to risk management decisions

• Effective risk management benefits both the organization and the 
economy

• Risk management program provides a framework for planning, 
organizing, leading, and controlling resources/activities

• Traditional Risk management focused on hazard risk and ERM 
focuses on operational, financial, strategic, in addition to hazard


